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Logging On to JPAS

To log onto JPAS:
1. Open your browser and enter the address of the DSS home page, http://www.dss.mil, in the address
window. Press Enter. The DSS home page appears (Figure 1). Mouse-over the applications tab near

the top of the screen. Click JPAS, the JPAS page will open. You can also get to the JPAS Log in link
by clicking the DISS bubble at the bottom of DSS web page and following the logical links.

Figure 1: DSS Home Page
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2. Click the JPAS LOG IN link on the left side of the home page. The JPAS disclosure screen appears (Figure 2).



Figure 2: JPAS Disclosure Screen
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NOTE: The JPAS disclosure screen contains a message reminding you that JPAS is a highly secure system
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available only to authorized users. You must agree to all of the requirements stated in this message in
order to gain access to the system. To consent to these requirements and proceed to the next step, select
the AGREE button. If you are unable to comply with these requirements for any reason, select the
DISAGREE button.

Click AGREE. The JPAS log in screen appears (Figure 3).

Figure 3: JPAS Log In Screen
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4. Type your User ID and Password in the appropriate text boxes. Remember that User ID and Passwords are
case-sensitive.

5. Click LOG IN. The Choose Category/Level screen appears (Figure 4).

NOTE: Your eligibility and investigation are validated when you log onto the system. If you do not meet the
necessary requirements, you will not be granted access to the system.

NOTE: A Password Expired message will appear the first time you log onto the system. Click OK and complete
the steps described under Creating a Permanent Password below. If you already have a permanent
password, skip to Choosing Category/Level on the next page.

Creating a Permanent Password

When your user account was created, the system automatically generated a temporary password for you. If this is
the first time that you are logging onto the system, enter the User ID and temporary Password that has been given
to you by the account manager who created your account. When you see the Password Expired message, select OK
to open the Change Password dialog box. Here you must change the temporary password to a permanent one of
your choice. Please follow these guidelines in creating your new password:

e Passwords are case-sensitive.
e Passwords must be between 10 and 20 characters in length.

e Passwords must contain at least two different lowercase letters, two different uppercase
letters, two different numbers, and two different special characters.

e The new password can not be the same as any of the previous 10 passwords.
e The new password can not be any password used in the previous 18 months.

Once you have entered your new, permanent password, follow the prompts to confirm your new password and
proceed to the next step. Be sure to protect the security of your password according to the policies of your
organization.

Choosing a Category/Level

The JCAVS Choose Category/Level screen (Figure 4) is where you select the category or level that has been
assigned to you. Your assigned level and category determine the menu options available to you.

NOTE: If you are assigned to a single Person Category and a single Level, the Welcome screen and Main Menu
appear instead.

Table 1 identifies JCAVS levels and their associated functions and responsibilities.

Table 1: JCAVS Levels, Functions, and Responsibilities

Levels Functions/Titles
Account Manager Add, Modify, and Remove JCAVS user
Levels2 and 3 SCI Personnel Security Professionals
Levels 4 and 5 Non-SCI Personnel Security Professionals
Level 6 Unit Security Manager
Level 7 (Read only) Entry Control Personnel (Non-SCI)
Level 8 (Read only) Entry Controller (SCI)
Level 10 (Visits only) Visitor Control




Figure 4: Choose Category/Level screen
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To choose a category and level:

1. Click the Person Category drop-down arrow and select your category.

2. Click the Level drop-down arrow and select your user level.

NOTE: Select Account Manager to create/update/deactivate a Security Management Office (SMO); add,
modify, remove, log off, lock or unlock another user’s account; or reset a user’s password.

3. Click OK. The Welcome screen and Main Menu appear (Figure 5).

Note: The Welcome screen will display the last successful and unsuccessful logon time and date



JCAVS Welcome Screen and Main Menu

The JCAVS Welcome screen and Main Menu indicates you have successfully logged into JCAVS.

Welcome Screen

Your user ID and access level are displayed on the Welcome screen.

Main Menu

From the Main Menu, you can navigate to different system functions using the options listed on the Main Menu
displayed to the left of the Welcome screen.

Note: The Welcome screen will display the last successful and unsuccessful logon time and date

Figure 5: JCAVS Welcome screen and Main Menu
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Where you can find additional help

Besides this Desktop Resource, there are two significant sources of information within JPAS; the online tutorial and
the “Question mark.”

First, the question mark:

After logging into JPAS, every screen has a j in the upper left corner of the screen. Clicking on the j opens up
another window containing helpful information describing features and acronyms about the current page. You can
print the contents and select from a list of related topics.
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Secondly, JCAVS has an online tutorial feature. On the left menu bar, click on [KI4E, to open the online
tutorial. The JCAVS tutorial is a searchable database of various topics and operations.
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Office Information

You can change or update office information for a user’s Person Category by selecting the Change current Time
Zone, Office Symbol or Phone Number link located in the middle of the Welcome screen.

Entering Office Information

To enter office information:

1. Click on the Change current Time Zone, Office Symbol or Phone Number link. The Change Office
Symbol/Telephone Number/Time Zone screen appears (Figure 6).

2. If applicable, type the new office symbol in the New Office Symbol text box.

3. From the User’s Current Time Zone drop-down list select the correct Time Zone. The Current Time Zone is
automatically populated with the selected time zone.

4. Type the appropriate information in the text boxes across the Commercial row under the headings: Country
Code, Area Code, Prefix and Exchange, and Extension.

5. If applicable, type the appropriate information in the text boxes across the DSN row under the headings
Country Code, and Prefix and Exchange.

6. Click Save. The JCAVS Welcome screen and Main Menu appears.

Figure 6: Change Office Symbol/Telephone Number/Time Zone screen
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